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Compliance & Datenschutz

Security mit Defender

Change Mana

—
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Security & Compliance.

Identitats- und Zugriffsverwaltung Datensicherheit Bedrohungsmanagement

! Modern Auth ! Verschlisselung ! Erkennung und Abwehr von Malware,

1 MFA I Aufbewahrung & Archivierung, DLP Phishing, etc.

I Conditional Access

® |

XX/
(19
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Conditional Access
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@ Role: Sales Account Representative
IE":] Group: London Users

i (@ Config: Corp Proxy

{*—E}I Lecation: London UK

':E:I Last Sign-in: 5 hrs. ago

% @ Devica: Windows
Davice I | : Config: Anenymous Anonymous [P
" Last seen: Asia Unfamiliar sign-in locstion for this user
@ Health: Device compromised Malicious activity

deterted on device

L enle—

Risk Lewvel

! Lo High
.
Actlons ' -
Allow Deny Force Limit Require
AcCCEss access password rezet ACCEEE MFA



Zero Trust

- [ 4
Identities P9
Corporate
devices
Devices
Unmanaged
devices

<+> Identity provider
Multi-factor
authentication

&+> User/session risk

/ Device risk &
compliance state

#" Device identity

Device inventory
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Sae

- a Classify, label
encrypt
Organization
policy
i L Access
i Control
Security \ O
Policy Enforcement | !
/' & Access & runtime
A &’ control

@ Threat protection

e

Data

[ Emails & documents

@ Structured data

Apps

&> Web Apps

] .
&= On-premises Apps

Infrastructure

Threat
Intelligence

Visibility and Analytics

Network

Automation



Compliance & Datenschutz




Compliance Manager

Owerview Impravement actions Solutions Assessments F:“:egulatinnﬂ Alerts alert nolicies

Compliance Manager measures your progress in completing actions that help reduce risks around data protection and regulatory stand;
. ¥ : :
.‘_jl]idc'.l nce and documentation

Overall compliance score Key improvement actions
Yﬂur cnmpli‘ance Mot completed Completad Qut of scope
489 0 0
score: 50%
Improvement actlon Impact Test status Group
Use boundary protection to limit access t.. +27 points one Defaul: Group
Configure VPN integration t2F poinls Mone Delaull Bioup
Digitally encrypt secure channel data +27 points None Defaul Group
Automate notifications and configure act.. +247 punls Mune Delaull Group
9855/19453 points achieved _ ]
Block outdated ActiveX controls +27 poinits None Default Groug
1 Your pomts achieved () Changr_‘ your computer account passwor.., 45 poinls Moae Drelault GarGup
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Losungen

Welche Daten habe ich?
Wie sensibel?
Klassifizierung
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Labeling
Richtlinien (Wo, Wer, Was)

INFORMATION PROTECTION

Intern / extern
Backup

DATA LOSS PREVENTION

Aufbewahrung und Léschung
nach Vorgaben

DATA LIFECYCLE
MANAGEMENT



Information Protection

« Labels und Richtlinien
* VerschlUsselung

e Cloud und OnPrem, PDFs

Personal
Public

* General

b Confidential

* Highly Confidentia

O 0O 0O 0 0O 0

Confidential - Finance
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/¢

Wer darf was sehen?

Durfen User Labels andern?
User Hilfestellungen einbinden
End-2-End-Verschliisselung



Data Loss Prevention — Keep your secrets!

« Templates und Richtlinien

« Sensibilisierung der User

L5, Financial Data

General Data Protection Regulation (GDPR) » User, der teilen will bekommt Info und Tipps
* User bekommt Inhalt nicht angezeigt

RS Ralley or Baaes « Admin wird informiert

Cefault policy for devices

Content contains any of these sensitive info types: EU-Debitkartennummer, EU Driver's License Mumber, EU
National Identification Number, EU Passport Number, EU Social Security Number (S5N) or Equivalent ID, EU
Tax ldentification Number (TIN)
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Data Lifecycle Management R

« Aufbewahrungsrichtlinien

Private

_

Pll Retention Palicy

Employees Records

« Wann wird geléscht?
Personal Financial Pl * Wie ist die Archivierung geregelt?

Medical Records Retention Policy

Product Retired

T T
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Security mit Defender XDR




Components of Defender XDR

s Microsoft Defender

‘ ' XDR — Extended Detection and Response Suite

Microsoft 365 Defender

* Microsoft Defender for Identity

* Microsoft Defender for Office 365
* Microsoft Defender for Endpoints
* Microsoft Cloud App Security

15.05.2024 | IT-Forum: Safety First mit M365

Azure Defender

* Azure Defender for servers

» Azure Defender for App Service

* Azure Defender for Storage

¢ Azure Defender for SQL

* Azure Defender for Kubernetes

* Azure Defender for Resource Manager
* Azure Defender for loT



Microsoft Defender for Office 365

Antiphishing

Antispam

Sichere Anlagen

Sichere Links

Sichere Dokumente

Schutz fur Sharepoint, OneDrive und MS Teams
Echtzeiterkennungen

Angriffssimulationstraining
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Microsoft Defender for Endpoint

« Automatische Erkennung und Abwehr von
Bedrohungen

« Sicherheitsrichtlinienmanagement

« Forensische Untersuchung von
Sicherheitsvorfallen

« Plattformibergreifende Unterstltzung
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Microsoft Defender for Identity

Risikobasierter Zugriff

Bedrohungsanalyse
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Microsoft Defender for Cloud Apps

* Integration mit Microsoft-Tools
« Erkennung und Abwehr von Angriffen
« Compliance-Unterstltzung

« Multi-Cloud-Unterstiitzung
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Change Management
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